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ABSTRACT

As aresponse to a growing interest in RFID systems, such as the Internet of Things technology along with
satisfying the security of these networks, proposing secure authentication protocols is an indispensable
part of the system design. Hence, authentication protocols to increase security and privacy in RFID
applications have gained much attention in the literature. In this study, security and privacy of the recent
well-known HMAC-based RFID mutual authentication protocol is analyzed. We prove that this protocol
is not secure against various attacks and also does not provide untraceability. Also, in order to improve
the performance of the mentioned protocol and enhance the security of RFID users, a more effective
and secure authentication HMAC-based protocol is presented. Furthermore, security of our protocol is
explored against different attacks, such as the replay attack, the tag’s ID exposure, the spoofing attack,
DoS attack and traceability attack. It is shown that our proposed protocol is safe against the attacks.
Finally, the security of the presented protocol is compared with some well-known related protocols.
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1- Introduction

Nowadays, as the demand for highly secure
Radio Frequency Identification (RFID) systems is
increasing, enhancing security and privacy in RFID
applications become more important [1-5]. Fig. 1
depicts a typical RFID system which includes a tag,
reader and back-end server. Note that each RFID tag
has the unique Identification (ID) code and there is not
any limitation on the number of tags in an implemented
RFID system. Basically, an RFID tag has a memory
which contains specialized secret keys and various
cryptography functions and operators such as one-way
Hash, Cyclic Redundancy Check (CRC), and pseudo
Random Number Generator (PRNG) which PRNG is
unique for each tag. For instance, PRNG/ shows the
Jj-th invocation of the PRNG of the tag i. Note that, for
the two given values PRNG/ and PRNG/, deciding
whether i=j is computationally difficult for any input
of PRNG [6]. During the authentication process, the
reader first sends data to the tag and requests to access
the tag’s information. After successful identification
processes, the tag responses to the reader. Next, the
reader forwards the received data to the back-end
server to identify the tag. Then, the back-end server
authenticates both the tag and the reader. Finally,
after some authentication process between the tag,
the reader, and the back-end server, the reader could
retrieve corresponding data from a database of the
back-end server [7].

Since the RFID systems are generally low cost,
they may suffer from privacy and security threats.
In order to overcome these problems, there are two
main schemes. The first is a physical method and
the other one is encryption method. Cryptology
methods havegained much attention due to their
low cost. These days, most of the RFID systems are
using cryptology methods that include dynamic ID
and static ID mechanisms. In static ID mechanism,
the tag maintains itself as an identifier in all sessions
of the authentication process, but in the dynamic ID

Readers RFID Tag

Back-end Server

K

Fig. 1. A conventional RFID system model

mechanism, the tag identifier will change. Some of the
protocols using static ID mechanism are considered
by Jung et al.’s [5], Cho et al.’s [8], Cho et al.’s [9]
and Wang et al. [1]. In this study, we also use the
static ID mechanism.

In this paper, we first analyze the security and
the privacy of keyed-Hash Message Authentication
Code (HMAC)-based RFID mutual authentication
protocol which is introduced by Jung et al. in [5]. This
protocol is based on HMAC, and it is assumed that
the communications channel between the reader and
the back-end server is secure, but the communications
channel between the reader and the tag is not a secure
one. In Jung et al.’s protocol, the authors claimed that
their protocol is secure against most of the famous
attacks. In this paper, it is argued that the protocol
has some weaknesses and is not safe against most of
the attacks at all. Furthermore, in order to improve
the performance of this protocol and increase the
security of the user, we propose a more effective and
secure authentication protocol. The presented scheme
is also based on HMAC. Similarly, in the proposed
protocol, we assume a secure communications
channel between the reader and the back-end server,
but the communications channel between the reader
and the tag is not secure. In the presented protocol, a
Hash function of the tag ID is eXclusive-OR (XOR)-
ed by a random number that is concatenated with
another random number, thus the security of the
recommended protocol is very high and the attacker
could not compute the secret values. In addition, it is
proved that the new protocol is secure against various
attacks and also provides user privacy. Ultimately,
the security of our protocol is compared with some
known protocols.

The remainder of the paper is organized as follows:
section II reviews several threats for RFID systems.
The HMAC-based authentication protocol which is
studied by Jung et al. is introduced in section III. The
weaknesses of Jung et al.’s protocol are analyzed
in section IV. Section V presents our proposals. In
section VI, the security and privacy of the improved
protocol are investigated, and also the performance of
the protocol is compared with other related protocols.
Finally, we conclude the paper in section VII.

2- Overview of RFID attacks and threats

In RFID systems and their applications, the
security problem is one of the most important
challenges. In this section, some of the well-known
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Table 1. Summarizes the notations used throughout

the paper
Notation Description
Hash-based Message Authentication
HMAC
Code

A Malicious adversary

C, A random number of entity
C.. A random number of current step
Cu A random number of the previous step
ID, Identity of an entity

T, Timestamp from an entity

@) For the second run of protocol
)" For the third run of protocol
H() Hash function

The authentication key stored in the tag

K, for database to authenticate the tag at the
th authentication phase

R The legitimate reader

T The legitimate Tag

T Timestamp

® Bitwise XOR

I Concatenation operation
A®B Message is XORed with message
A—B forwards a message to

attacks and threats that RFID systems are vulnerable
to them are introduced briefly.

2- 1- Information leakage

In RFID systems, when the tag and the reader want
to send messages to each other, if the communications
channel between the tag and the reader is not safe,
this signaling could be eavesdropped by an adversary.
Therefore, it is necessary to guarantee that the user
authentication protocol must be secure against
cavesdropper. That is, the sent data between the tag
and the reader should not leak any secret information
to illegitimate parties [10].

2- 2- Tag tracing and tracking

Tag tracing and tracking are two major issues
in RFID systems. In the tag tracking, in order to
recognize the tag’s behavior, an attacker can track the
tag by the use of tag identifier. Also, in the tag tracing,
an attacker can trace the location of the user using

the tag identifier. Therefore, in the authentication
protocol design, untraceability is too important. In
other words, it is important when the tag and the
reader send signals to each other, the adversary could
not eavesdrop the transmitted message [11] and [12].

2- 3- Denial-of-Service attack

Message blocking attack or Denial-of-Service
(DoS) attack is another attack on RFID systems. In
this case, the attacker tries to block the sent messages
between the tag and the reader. DoS attack causes de-
synchronization between the tag, the reader, and the
back-end server. De-synchronization causes the back-
end server and the tag could not recognize each other
in the next steps [13] and [14].

2- 4- Replay attack

The replay attack occurs when an attacker tries
to obtain transmitted messages between the tag and
the reader using eavesdropping. Consequently, after
obtaining the message by the attacker, the attacker
replays it to the tag or the reader. It means that the
attacker uses the obtained message to impersonate a
legitimate reader or a legitimate tag [15].

2- 5- Tag impersonation attack

Tag impersonation attack occurs when an attacker
is between a reader and the tag, and the attacker tries
to impersonate a reader to receive a response from
the tag. The attacker plays this role by sending an
impersonated query to the tag. Then, an attacker sends
the obtained response to the reader to impersonate the
tag [13].

3- Review of Jung et al.’s protocol

Recently, Jung et al. proposed an HMAC-based
RFID authentication protocol with minimal retrieval
at the server [5]. Jung et al.’s protocol is based on the
HMAC technique; see Fig. 2 for the whole procedure
of the protocol involves five steps as follows.

Step 0: Enrollment phase

a) The following values are shared by the tag and
the back-end server;

¢ C,: Arandom number

*+ HMAC function

* k: asecret key

* ID tag identifiers

b) Then, a pair of <ID,ID@C> is saved in the
database of the tag and the back-end server as well.
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Back-end server

Enrollment
phase

Database
([Dh k: IDreCn)

Match (ID.@®Cy)
Extract ID,

Reader Tag

{IDy, k, ID@BCo)

Hello (ID,)

IDBC, Il KBC,BC, I HMCAp, (T, 1D, I T 11 D

Compute

IDBC, I KBC,BCo | HMCAp, (T, ID,) I T 1 D,

HMCApp,(T,, ID;)

Extract Cy

HMCAp, (T, + 1,1D,,C,)

After successful

authentication
update Cq

HMCA;p, (T, + 1,1D,,C,) I>

Campute HMCAyp, (T, + 1,1D,,C,)
Update C; after successful authentication

Fig. 2. The Junget al.’s protocol [5]

Step 1: Hello

The reader transmits a hello message for the tag
with his/her ID (ID).

Step 2: Response of the tag

a) The tag T generates random number C|
independent of the other one.

b) Then, the tag computes the following
parameters and transmits them to the reader;

« ID®C,

* k®C@C,

* a=HMCA,,(T,ID,))

* ID and T,

Step 3: The tag authentication

a) First, the reader sends ID @C, k&C ®C,, ID,
and T’ to the back-end server.

b) Secondly, the back-end server matches ID,
®C, with the first part of the received message and
obtains <ID ,ID @C > with ID @C, and use them to
extract ID..

c) After that, the back-end server calculates
a=HMCA,(T,ID) and C =k®C C k®C,.

d) Theﬁ, the back-end server checks whether
a'=a or not.

¢) Next, p=HMAC, (T+1,ID,C)) is calculated
by the back-end server and is sent back to the reader.

f) Finally, f it is transmitted to the tag by the
reader.

Step 4: The back-end server authentication

a) Firstly, ,8’=HMACIDI(Tt+1,IDr,C1) is calculated
by the tag using his/her 7, C| and the received ID .

b) The tag checks whether =8 or not. If =5,

then the authentication of the back-end server is
confirmed by the tag.

Step 5: Update C,

After the successful authentication process at the
tag and the back-end server, the tag and the back-end
server substitute <ID k,ID@®C> with <ID kID®
C,> and in the next session /D @C, will be used.

4- Vulnerabilities of Jung’s protocol

In this section, we analyze the Jung et al.’s protocol
and present some weaknesses of the protocol. In
[5], the authors claimed that their protocol is secure
against replay, eavesdropping, DoS and impersonation
attacks. In the following, we prove that not only their
protocol suffers from several threats such as replay,
eavesdropping, DoS and impersonation attacks but
also it does not provide privacy, and the adversary
could track the tag. These attacks are analyzed as
follows:

4- 1- Eavesdropping and impersonation attack

In this subsection, an impersonate attack against
the Jung et al.’s protocol is studied. This attack consists
of two phases; a learning phase and the attack phase.

* Learning phase: In this phase, the attacker
is an eavesdropper. After one successful run, the
attacker saves the transmitted messages between
the reader and the tag including ID ®C,, k&C ®C,,
HMCA w,(Tp]Dr)’ ID and T Note that, for the variable
T, in the next run of protocol, 7", it is used.
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 Attack phase

In this phase, an attacker plays the reader role and
performs the following steps;

- The attacker transmits /D to the tag

- The tag responses as;

a) The tag selects a random number C,

b) The tag computes /D @C, k&C @C,, ID ,
T and a=HMCA ID,(T »ID ) and transmits them to the
spoofed reader or the attacker.

- Using ID@C k®C@C, which are obtained
from the first step, and /D @C| received from the tag,
the attacker computes the secret key as: k=ID @C @
ID@C @kdC DC,.

- Using ID®C |, k®C @C, that are received in the
second step, and computed in the previous phase, the
attacker computes /D @C,=ID ®C @kDC OC, k.

- In this phase, the attacker changes the
received messages from the tag, ID®C,, k®C &
C, ID, T, HMCA, (T ,ID) to ID@C,, k, ID, T,
HMCA ID,(T »ID ). Now the attacker plays the role of
the tag and transmits these messages to the reader and
the reader forwards them to the back-end server.

- The tag authentication

a) The back-end server matches ID @C, with the
first part of the received message and obtains </D ,ID,
®C > and ID @C, and utilize them to extracts ID..

b) The back-end server calculates
a'=HMAC, (T ,ID,) and C,=k@k®C,.

¢) Then, the back-end server checks whether
a'=a or a'#a.

d) Next, ,B=HMAC[D’(T FLID,C,) is calculated
by the back-end server and is sent back to the reader.
At the end, the back-end server updates </D ,k,ID @
C > with <ID ,k,ID ®C,> for the next session. Note
that from now, the value of C, is equal to C, in the
back-end server.

- When the reader wants to send the received
message from the back-end server to the tag, the
attacker blocks the transmitted message from the
reader and stops the rest of protocol run. Then, the
attacker impersonates the tag and transmits /D ®C,
k, ID, T, HMCA, (T ,ID) to the back-end server,
and the back-end server authenticates the attacker and
updates <ID ,k,ID ®@C > with <ID ,k,ID ®C > for the
next session.

Note that, after this session the attacker can
impersonate the tag by transmitting /ID@C,, k, ID ,
T, HMCA ID‘)(T »ID ) to the back-end server.
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4- 2- DoS attack

In this subsection, a DoS attack against the Jung’s
protocol is presented. In this attack, after running
three steps of the protocol, when the reader wants to
transmit a message to the tag, the attacker intercepts
the transmitted message to the tag. Therefore, the
back-end server is updated <IDkID®C> with
<ID ,k,ID@®C > but the tag does not update its
information. Hence, in the next session of protocol,
the back-end server cannot authenticate the tag.

4- 3- Replay attack and privacy problem

In [5], the authors claimed that their protocol is
secure against the replay attack and the privacy of this
protocol is provided. In this subsection, we prove that
their protocol is not secure against the replay attack
and the tag could be tracked by the attacker. In the
following, two traceability attacks are provided.

4- 3- 1- First traceability attack

In this attack, the attacker performs two following
phases:

e Learning phase: After two successful runs,
the attacker achieves ID@C, k®C @C,, ID@®C , k
®C @C, by eavesdropping. Afterwards, using these
messages, the attacker computes k=/D @C @ID ©C,
Sk®C @C,. With the use of £, the attacker obtains
7=ID ®C ®k®C ®C,Dk.

» Attack phase: The attacker plays the role of
the reader and performs the following operations;

- The tag responses ID®C,, k&C,®C,, ID, T
and HMAC,, (T",ID ) to the attacker.

- After two successful runs of protocol, the
tag updates with </D k,ID@®C > and the attacker
observes y=ID @C,. Therefore, the attacker tracks the
tag.

4- 3- 2- Second traceability attack
This attack consists of the two following phases.

e Learning phase: After running three steps of
the protocol, the attacker obtains y =ID @C,, k®C @
C,ID, T and a=HMCA, (T,ID,). When the reader
transmits the message to the tag, the attacker blocks
the transmitted message to the tag. Therefore, the tag
does not update its data.

e Attack phase: The attacker performs the
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following operations:

- The attacker sends a Zello message, ID, to the
tag

- The tag responses y,=ID@®C,, k&C @C,, ID,,
T and HMA Cmf(TpIDr) to the attacker. Note that
because of the interception done by the attacker in the
learning phase, the tag does not update its database,
thus the values of y, and y, are the same. Therefore the
attacker could track the tag easily.

In summary, we proved that the protocol suggested
in [5] is not secure at all. In the following section, we
improve the protocol to overcome all the mentioned
vulnerabilities.

5- Proposed protocol

In this section, an improved version of the Jung’s
protocol is presented which eliminates all the above
weaknesses. The summary of the proposed protocol
is presented in Fig. 3. We show that our protocol is
secure against all of the attacks and provide forward

the back-end server;

* C ;- Arandom number

* HMAC function

* k: a secret key

* ID tag identifiers.

b) Then, a triple of <ID k,ID@®C ,ID®C > is
saved in the database of the back-end server, and,

¢) A triple of <ID kID@C, > is saved in the
database of the tag.

Note that in this phase C, | and C , are the same.

Step 1: Hello

This phase is the same as Jung’s protocol.

Step 2: Response of tag

a) Arandom number C, is selected by the tag

b) The tag computes H(/D@®C ||C)), k&C &C,,
ID, T and a=HMAC ,D‘(Tt JID ,C), then sends them to
the reader.

Step 3: The tag authentication

a) The reader sends H(ID®C ||C)), k&C @C, a,
ID , and T to the back-end server.

secrecy and untraceability attacks. The suggested b) With the use of k®C,, and k®C,, the back-
protocol consists of five steps as follows: end server computes

Step 0: Initialization phase 1, ~F@COC,®hSC,

a) The following values are shared by the tag and 1, COC OkSC,,

Back-end Server Tag
e
(ID;, k,ID.@®C, 14, 1D DC ) (ID,, k,ID.BC;) Z
_____________ N Rt R R

For each tuple (k®C,,..., kDC,14)
Lyow = kDC,DC,DkDC,,,.,,
loia = kDCBC, DEDCo1a-

Verify HUD®DC, 0w | Inow) OF

H(ID.®Coiq Il Ioia2 HUD,®C, Il €,)

Set X=1...,0rk;
HEX =10
Verify HMAC,p (T, 1D, I,0,)2
B = HMAG,,, (T, + 1,1D,.1,,,,,)
After successful authentication update »
Cnaw — Cls Cold = CD 3 B
Elseif X = old
Verify HMAC,p,(T;,ID,,1,14) 2 a
B = HMAC;p,(T: + 1,1D,,1,1a)
After successful authentication update
Cnaw = Cl: Co!d = CD
End

H(ID:®C, Il C,) Il kBC,BC,
I ID, T, | HMAC,;, (T,ID,,C;)

Hello (ID,)

Verify:
" HMAC,, (T, +1,ID,,C,)2 8

4 ' Update C, after successful
authentication

Fig. 3. The proposed protocol
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¢) Then, the back-end server computes H(/D®
C. . )and HID®C ||I )usingl and/

new! " new o old"

d) The back-end server checks whether H(ID &
c . ) or HID®C ||I ) matches with H(ID®
C,||C)) received in the first phase of this step. In order
to find a match, this process is done for both H(ID®
c . )and HID®C ||, ). The matched one will
set value as/  or/ . Note that the value of (/  or
I ,) Xis saved as a random number in the tag.

1) If X=I , the back-end server computes
HMAC (T,ID,I,,) and compares it with the
received a and authenticate the tag. Then, computes
S=HMA CzD,(TtHJD,»IWW) and sends it 5 to the reader.

Finally, the reader sends it to the tag.

2) If X=I , the back-end server computes
HMAC, (T,ID,I ) and compares it with the

received a and authenticate the tag. Then, computes
P=HMAC,(T+1,ID I, ) and sends it to the reader.
Finally, the reader sends it f to the tag.

Step 4: The back-end server authentication

This phase is the same as Jung et al.’s protocol.

Step S: Update C,

a) After the successful authentication at the tag
and the back-end server, if X=/  is used, the back-
end server and the tag update, and replace <ID ,k,ID
®C,> with <ID ,k,ID ®C >.

b) Otherwise, the back-end server and the tag use
the previous values.

t

6- Security analysis

In this section, the security of the proposed
protocol against various attacks described in section
IV is analyzed. Similar to [5], we assume that
communications channel between the reader and the
back-end server is secure but the communications
channel between the reader and the tag is not secure.

6- 1- Eavesdropping

Although, the attacker can eavesdrop H(/D@®
CJlIC), k@C@C,, ID,, T, and HMAC (T ,ID ,C,),but,
because of using the Hash function and the XOR
operator, the security of the proposed protocol is very
high and the attacker could not compute the secret
values. Therefore, the proposed protocol is secure
against the eavesdropping.

6- 2- DoS attack
In this case, the attacker tries to block the sent
message between the tag and the back-end server.

But due to the use of ID®C , and ID®C  at the
back-end server, if an attacker blocks the protocol,
he/she could not perform DoS attack. As a result, the
proposed protocol is secure against DoS attack and
the attacker is not able to cause de-synchronization
between the tag and the back-end server.

6- 3- Replay attack

In the replay attack, the attacker tries to
impersonate the tag and the reader to access the
transmitted messages, modify, and even delete them
[16]. In the proposed protocol, because of generating
a new random number in each session and utilizing a
Hash of it, our suggested protocol provides a strong
resistant against the replay attack.

6- 4- Tag impersonation

In order to impersonate a legitimate tag, the
attacker tries to use the secret keys /D, and k/or two
consecutive tag’s response. In the proposed protocols,
the secret key ID, is protected by a hash function
and the attacker does not have access to it directly.
In addition, due to the use of a random number C,
in each run of the protocol, the dependency between
different parts of two consecutive tag’s responses
is omitted. By applying these changes, the attacker
cannot use the responses of the two consecutive run
of the protocol to impersonate the legitimate tag.

6- 5- Privacy

In the proposed protocol, the tag ID is XOR-
ed with an old random number and the result is
concatenated with another new random number.
Then, the Hash function is applied which results
in HUID@C  [|C ). Therefore, the privacy of our
proposed protocol is high and the attacker could not
trace the tag. Note that the values of C  and C  are
updated after each successful session and only the
back-end server and the tag know the values of ID,
C,andC .

We have compared the security and the privacy
of the recommended protocol with some similar
protocols such as Lim et al. [17], Lee et al. [18],
Wang et al. [19], Cho et al. [8] and Jung et al. [5]
that are introduced in recent years. The results are
summarized in Table 2. It can be seen that all of the
mentioned protocols have some weaknesses. But the
proposed protocol is secure against various attacks

and also provides the user privacy.
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Table 2. Security analysis comparison

Protocols a7 los (ool s | s Proposed
Threats Protocol
Eavesdropping | x X § X x §
Spoofing Attack | § § § X X §

DoS Attack § | x | x | x| x §
Replay Attack | x X § x x §
Untraceability | § § X § X §

§: Secure  X: Insecure

7- Conclusion

In the paper, the security and the privacy of
HMAC-based RFID mutual authentication protocol
studied by Jung et al. is analyzed. Although the
authors claimed that this protocol is secure against
various attacks, we proved that their protocol is not
secure against most of the well-known attacks and
also does not provide untraceability. To improve the
performance of the mentioned protocol and increase
the security of the users, we proposed a more effective
and secure authentication protocol. In additions, the
security, and privacy of our protocol are investigated
against various attacks. The analyses showed that the
protocol is safe against the well-known attacks and
provide users’ privacy. Finally, the security and the
privacy comparisons with other protocols claims that
our protocol outperforms the other recent protocols.
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