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to Retrieval of Destroyed Data for Digital Images
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ABSTRACT: In this paper, a new steganography scheme with high embedding payload and good
visual quality is presented. Before embedding process, secret information is encoded as a block using
Reed-Muller error correction code. After data encoding and embedding into the low-order bits of the
host image, modulus function is used to increase the visual quality of stego image. Since the proposed
method is able to embed secret information into more significant bits of the image, it has improved
embedding payload. The steps of extracting data from the host image are independent of the original
image. Therefore, the proposed algorithm has a blind detection process which is more suitable for
practical and online applications. The simulation results show that the proposed algorithm is also able to
retrieve destroyed data by intentional or unintentional attacks such as the addition of noise and filtering
due to the use of the error correction code. In addition, the payload is improved in comparison with the

same techniques.
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1- Introduction

Data hiding is the knowledge of embedding original message
into a host media and then extracting it from received data
[1-4]. What should be considered in this process is that cover
media should not be high visually distorted after embedding;
i.e. eye is not able to distinguish a change in cover media.
Cryptography, digital watermarking and steganography
are three branches of data hiding techniques [5-7]. In
cryptography, sender converts plain text to cipher text using
a secret key and it is decrypted on the side of the receiver to
extract plain text. In steganography, the embedded data do
not have relation to cover media; in other words, the presence
of a message in cover media cannot be detected while in
watermarking, the embedded data are related to cover media
and cannot be removed or replaced. In this paper, we use
grayscale images as cover media for steganography that these
images are called host images. The obtained image after
embedding into the host image is called stego image.

In terms of detection technique, data hiding systems are
categorized into two types of blind and non-blind [8-10].
In blind systems, the original data (cover) is not needed in
detection stage, i.e. the message can be extracted directly
from received data without the original host media. In this
technique, the authorized user is able to extract message by a
secret key. In non-blind systems, the original data is needed
in detection stage. In practical applications, blind systems are
more suitable than non-blind systems; but since the message is
transmitted to the receiver in the presence of noise, non-blind
data hiding systems have fewer problems for detection. For
solving this problem in blind data hiding systems, additional
information is added to the original message that is called
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information encoding. Our proposed detection method in this
paper is blind.

In terms of embedding method, there are several common
techniques for steganography: Least Significant Bit (LSB)
substitution, LSB matching and Pixel-Value Differencing
(PVD) [11]. In the first type technique which is the most
common and simplest method for steganography, secret bits
directly replace the LSBs of the host image. In the second
type technique, the LSBs of host image are modified and
in the third type technique, the difference between two
consecutive pixels is calculated to determine the number of
embedded bits.

In2001, Wang et al. [12] used a genetic algorithm for producing
substitution table in order to reduce the visual loss of image after
simply embedding important information in low-order bits of
the image. Substation table shows how values of low-order bits
of host image should be modified. In 2003, Thien and Lin [13]
proposed a simple method for embedding data digit by digit in
low-order bits of digital images using modulus function which
increased embedding payload. Chan et al. [14] on completion
of Thien and Lin [13] method, improved quality of stego image
using substitution table. In 2005, Ker [15] proposed a new
method called least significant bit matching using Histogram
Characteristic Function (HCF) to improve embedding in LSB.
After him, Mielikainen [16] proposed a modified method based
on LSB matching technique assuming that equal payload, fewer
changes were made in the host image. In the studies conducted
by Wu and Tsai [17], a method was first proposed as Pixel
Value Difference (PVD) which was used to hide secret message
in grayscale images and provided more embedding capacity
than LSB embedding traditional methods with a low loss of the
quality of the image. The important characteristics which they
considered in their proposed method was that variations of gray
level value in smooth areas can be easily detected by eye in
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any image while these variations are less observed with eyes in
edge areas. YANG et al. [18] proposed an adaptive substitution
method to embed data into the low-order bits with the aim of
preventing sudden changes on the edges of the image and also
achieving a better quality of stego image. Their method uses
masking of light, edges and texture of host image to estimate
the number of LSBs. In their work, more bits are embedded
in the pixels belonging to the regions of insensitive to noise in
comparison with regions of sensitive to noise. In addition, an
optimal pixel adjustment process is used to enhance the visual
quality of the stego image using LSB substitution. Zhang et al.
[19] investigated a method for improving the capacity and the
efficiency of embedding in grayscale images. To this end, they
presented two algorithms, called high capacity of information
hiding (HCIH) and high-quality information hiding (HQIH).
The first algorithm aims to achieve high embedding rate and the
second algorithm aims to achieve high embedding efficiency.
In the study [20], in addition to the LSB substitution technique,
a mixed edge detection mechanism is also employed to
increase payload. In this mechanism, the combination of Canny
edge detection and Log edge detection techniques is used. A
second-order steganographic (SOS) method based on pixel
pair matching and modification direction exploiting (MDE) is
provided in [21]. Unlike the MDE-based methods [22-26] in
which only one secret digit in base B can be concealed into
each cover pixel pair, the SOS method is able to perform it for
two secret digits.

Crandall [27] for the first time introduced the matrix encoding
idea and in 2001 Westfeld [28] implemented this idea in his
work called F5-a steganography algorithm. Matrix encoding
uses linear codes to increase the visual quality of stego
image by preserving high embedding capacity. Zhang et al.
[29] proposed methods called Hamming+1 and Golary+2
using error correction binary codes which improved visual
quality and embedding capacity. Chang [30] could increase
embedding payload in methods [27] and [29] using error
correction code of (7, 4) Hamming and LSB embedding.
Singh and Siddiqui [31] proposed a robust steganography
algorithm based on discrete cosine transform (DCT), Arnold
transform and chaotic system. Their algorithm is robust
against JPEG compression, the addition of noise, low pass
filtering, and cropping attacks.

What was presented in most of the provided methods is a
trade-off between payload and visual quality of the stego
image. On the other hand, the destruction of stego image with
attacks such as the addition of noise or filtering which is done
to remove or manipulate important and secret information
is one of the important aspects of steganography algorithm
design. In the field of data hiding, several papers have been
presented to improve payload and increase the visual quality
of images. Several algorithms have been also presented to
reduce destruction of images after attacks. However, there
are limited number of papers which have paid attention to all
of the above aspects. Considering the existing sensitivities
in military fields, legal fields etc., it is important to provide
new methods which concurrently consider all of the three
problems mentioned above (payload, visual quality, and
robustness against attacks). This study aims to improve the
payload and the robustness against destruction parameters
(with maintaining the good visual quality).

In this paper, we consider robustness against destructive
attacks, such as the addition of noise and filtering using Reed-
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Muller codes while introducing a new blind steganography
algorithm which provides high embedding capacity with a
good visual quality. To enhance the quality of stego image,
we will use modulus function in the embedding process.
To demonstrate the superiority of our proposed method, we
will perform different tests on test images and compared
results with similar methods. Results of the tests show the
extraordinary performance of our proposed method.

Rest of this paper is organized as follows: in section 2,
we review the related literature and works. In section 3,
we introduce Reed-Muller codes and their encoding and
decoding structures. In section 4, we completely describe
the proposed algorithm. Section 5 presents simulations and
discusses results. In section 6, conclusions are presented.

2- Related Works

In this section, firstly, the proposed method of Chang [30]
will be described. Then, we will introduce the low-order
bits substitution method proposed by Thein and Lin [13] to
improve the visual quality of stego image.

A.(7, 4) Hamming Method

Chang’s method [30] employs (7, 4) Hamming code to hide
information. First, it forms 16 classes each, including eight
different bit strings of length seven. Then, seven bits of the
secret data were read and divided into two parts of three bits
and four bits. The 4-bit part is used for selecting one of 16
classes and the 3-bit part is used for selecting one of eight bit
strings. Then to embed information, the LSB content of the 7
pixels from host image replaces with the selected bit string.
The above process is repeated for the remaining secret data
on the next pixels of host image to embed all secret data. The
maximum length of data which can be embedded with method
[30] into an image with a size of HxW is equal to HxW-1.

In extraction stage, a seven-bit sequence from the image pixels
is read and the LSB content of each pixel is separated and is
juxtaposed as a 7-bit string. This 7-bit string is multiplied by
parity check matrix relating to (7, 4) Hamming code to obtain
3-bit syndrome vector. By combining this 3-bit vector and
other 4 bits, the embedded 7 bits are extracted. This operation
is repeated until all of the embedded bits are extracted.

One of the weaknesses of Chang’s method [30] is its limited
embedding payload (maximum Hx -1 bits) because data can
be only embedded into the LSB of each pixel. On the other
hand, (7, 4) Hamming code is only able to correct an error bit
and this can reduce the efficiency of extraction module when
encountering hard attacks. Our proposed method does not
have any of the two limitations above. In fact, the proposed
method while improves the robustness against destruction
and maintains the visual quality (using modulus function),
will not be faced with the restriction of the payload.

B. Embedding Low-Order Bits Using Modulus Function

The method [13] embeds the secret data into the low-order
bits of host image pixels using modulus function. Assuming
data are embedded in n low-order bits of each pixel, the data
are decomposed into n -bit units. The decimal value of each
of these units (x;) will be in the range of 0 to 2”—1. To embed
the 7 -th unit (x;) in 7 -th pixel of host image (y,), first, the
difference value is calculated from Eq. (1):

d; =x; —(y; mod2") (1)

where Z=XmodY is the remainder of the division of X by Y.
Then, the minimal difference of d; is calculated from Eq. (2):
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d =ld, +2" if —2"+1£d-<—|‘221 )

where |x] is the largest integer which does not exceed x and
[x] is an integer which is obtained from upward rounding of
value x. Since value d°; may be out of the range from 0 to 255
in some cases, the modified value of the i -th pixel of host
image after embedding (7;) is calculated from Eq. (3):

y; +d; if 0<y, +d; <255

Vi=y;+d; +2" if y;+d; <0 3)
Vi) 2y, ] 5255

To extract the embedded data, it is enough to use the following
equation:

X :-);l m0d2n “4)

where n is the number of the low-order bits used for embedding,
¥; is the value of the i -th pixel from stego image and x; is the

value which is hidden into n low-order bits of the pixel 7, .

In this paper after encoding, in order to improve the visual

quality of stego image, we embed data using low-order bits
substitution method which is proposed by Thein and Lin [13].

3- Reed-Muller Codes

In communication sciences, error correction code is an
algorithm by which it is possible to detect and correct errors
in the received data [32, 33]. A set of error correction codes
is divided into two subsets of block codes and convolutional
codes. Assuming that k is the length of the message and N
is the length of the codeword and N>K , block codes divide
the data into k -bit blocks to form u=(u,u,...,u;.;) and after
encoding, a codeword c=(c,cy,...,cn.1) 1 generated. Block
codes have N—k parity bit and are decoded as a block to
block. Fig. 1 shows the structure of a binary block code.

N bits

e
=

L'y

Panty block

Message block

i

=
-

 bits ™ N =k bits

M
'

Fig. 1. Structure of a binary block code.

Reed-Muller code is usually shown as RM(r,m) where r and
m are positive integers and 0<r<m . In RM(r,m) , the length
of message and codeword are calculated using equations (5)
and (6), respectively:

k= ijo[’? j )

N =2" (6)

The maximum number of error bits which this code is able to
correct is equal to:

2T 1
t=|=—F— ™

In this paper, we will use Reed-Muller (R-M) codes for
encoding secret data to be embedded in low-order bits of
host image and then decoding low-order bits of stego image
to extract hidden information. In the following, we describe
R-M encoding and decoding method.

A. Reed-Muller Encoding

For a Reed-Muller code from 7 order and length of codeword
N=2m, generator matrix is defined as [33]:

Yo
Vi
A&

Vi

vViva

GRrM (rym) = vivs (®)

Vin-1Vm
V1VaV3

LYm—r+1Vm—r+2Vm |y

wherevy =11...1 wv; =00...011...100...0]1...1... for
om 9i-l 2i-l 91 oi-l

1<i<m which v; has a length of equal to 2™

Assuming that we want to encode binary message u, binary

codeword c is generated by binary multiplication operation , that is:
c=u*Grus (m,r) 9

where the length of w and ¢ is k and NV, respectively.

B. Reed-Muller Decoding

One of the techniques for decoding Reed-Muller
codes is known as multiple error correction decoding
algorithm which was presented by Reed [33]. Reed’s
decoding process uses majority logic to determine the
sent bit. Assuming a RM(r,m) code with input message
W=\Ugsllyseeeoldyyy sl 20 eesllipy | oo U102, oo —p L m—r+2,.0ym

, the corresponding codeword will be as:

c:(Co,Cl,...,CN_l)

=UgVo * Z Ui Vi, Z Uilhi Viy Vi,

1<i;<m 1<i <i,<m (10)

ot E U::  + V: V. ...V
iy 0, Vip Vi i,
I<i|<iy<..<i.<m

Assuming received vector Xx=(Xg,X1,...,Xx.1) , decoding process
includes r+1 stage. For 1<iy <i, <...<i,_; <m where
0 </ <r,anindex set is formed as:

Sé{w

i1 -1, i, -l
11_12 +al-2_12 + +Clir7 12’

a (I
24 e{O,l}forlSj Sr—l}
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which is a set of 2*! nonnegative integer members and values
of less than 2™ Consider £ as a set of integer members of
{0,1,...,m—1} which are not member of {i,—1,i,—1,...,i.—1},i.e.

A . . .
E 2{0,,...,m =1\ {i; —Liy —1,..pi,_; —1} W)
:{jlajZQ---ﬂjm—r+l}
where 0< j; < jy <...<j,_p4; Sm—1.Now, form a set of
integers as:
c A jl j2 . jmfrl
s —{djl2 vd; 2 bwd; 2T

m—r+l

(13)
:djz G{O,l}forlﬁt <m —r+l}

which has 2™ nonnegative integer members. Now, form a
set of indices as follows for each qeS¢:

Béq+S={q+s:s eS} (14)

Then, decision equations in / -th decoding stage are obtained
from Eq. (15):

A (/) _ Z xt(l )
teB

The above relation follows binary addition rule and includes
2mrl equations in each stage. If most of the results obtained
from these decision equations are zero, input message Ui iy
will be decoded as u’; 1inip, =0 , and if they are one, u; , ., will
be decoded as u’;, i =1.

Assuming completion of the / -th stage of decoding process,
form the modified received vector as:

<) 2 (1=1)
*
Z Uirigeodyopg ViyVig = Vi,

I<ii<..<i,_; <m

(15)

(16)

In the above relation, x!" is the modified received vector in /
-th stage of decoding and x”=x . Now, we go to the next stage
and repeat the above process until the end of the r+1 stage to
decode all received bits.

4- Proposed Method

In this section, we present a steganography scheme with high
embedding payload which is robust against the attacks. The
proposed method can compete with the similar methods in
both cases. Since there is no need for accessibility of the
original image to extract secret data, the proposed method
is considered as a blind steganography technique. Overall,
a block diagram of the proposed method is shown in Fig.
2. In the proposed method, we first divide the sequence of
pixels of the host image as a block. Then, secret bit strings
are encoded by Reed-Muller block codes. This encoding
will give rise to the correction and retrieval of the data
which have been destroyed. Secret data can include binary
information obtained from an image, a text or any kind of
data in binary format. For example, if the desired data for
hiding are textual, it can be converted into binary data using
ASCII codes. Since the effect of change in values of the first
to eight bits is different in a grayscale image with 8-bit pixels
(for example, change in value of the first bit creates smaller
visual distortion compared with the change in value of the
second bit), we will use different R-M codes with different
parameters of 7 and m to encode information for hiding it into
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pixel bits of digital image. After bits are encoded, we embed
them by method [13] into the low-order bits of the host image.
Since in this paper, we use more significant bits in addition
to LSB for embedding data, the goal of applying embedding
method of Thein and Lin [13] is to reduce Mean Square Error
(MSE) between two images before and after embedding and
as a result, we achieve higher PSNR. In data extraction stage,
we first apply modulus operation on pixels of the received
image and then divide and decode a sequence of the image
ixels as a block having the secret key.

secret Data |—{ Dividing as Block |—>] Encoding
Substrution

Pixcls of Original || Dividing | D;f:’.'}f’;flfg'g || Low-Orter
Grayscale Image as Block AR Bits
: : Comstiteent Bits ,l
Muodualas
Function
Stego
[mage
(a)
Pixels of Modulas Dividing . ])cm:up{:s&ug .
Stego Image Function as Block ] UItﬂ(m&:ll‘lILﬂl

Secrel Data

(b)
Fig. 2. an Overall block diagram of the proposed method: (a)
embedding, (b) extraction.

A. Embedding Process

Assume that we want to hide secret data S into pixels of the
grayscale image / with size of HxW. n is the number of the
low-order bits used for embedding secret information. The
range of nis from 1 to 8 where n=1 is LSB. Assuming the use
of block code RM(1;,m;) for hiding information in j -th low-
order bit (j -th bit of each pixel from the right side), maximum
size of S is determined by the following relation:

n
H XW 17
maX;zec :Z\‘TJX]{] "
j=Ib 27
. . N |
where k; is obtained from k ; = zi_o( ;

First, we divide the sequence of bits S to k; -bit blocks u@?
=(u,99, u,@9,..., u9%) where q; is index of each k; -bit unit
of S for hiding into j -th low-order bit and 1<q, < H;fV

Now, we encode each block by RM(r;,m;) described in section
3-1. By doing so, we will have some encoded blocks with
the length of 2™ as o) =(cl(q" D80, c;‘iﬂ,) which should
be embedded into j -th low-order bit of pixels of the image
L In this regard, each block will have 2™ bits to be hidden
in the image. To hide these binary blocks into j -th low-
order bit, we should divide sequence from pixels of image
I(p;, 1<i<HxW) into n, the block b“ with length of 2™ where
ny = H:TV and 1<qi<n,. j -th low-order bit of pixels of
each block b forms a sequence of bits in the form of

(4,)

q) _
Phinary ’(p(q_, 12" 41, ’p(qj 12" 42, ’””pq, 2" ,jj

which are

replaced with bits ¢% . In fact, until this stage, we encoded -th
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Secrel data 8
Uy | iy | | L I Mrwk -1 | lumnxm,‘q
; ! }
pick up the first ky bits
A block
Lw | = | | e |
EM [y, m; ) encoding l
I T . T
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| Py | Pz | 73 | | P | IP::-:WI l?’axw| |.F’m-cw|
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| ™ | Pz | ferl | |T-"-;"‘J |
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| Pim I Pis | P M I Pia I Ma | M.z | M | P ] Pas J JFZJ"-".H |l‘;'2""_r_?l Ipi!"'-'.l
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!

|ih.; i I?}:L.' I IF“'"‘-fl
(b)
[ TS I 2
Mu—ulil’yl
|PL..« I Pa i I l'”':'""--l

c
Fig. 3. Encoding process for the first information block and modifying values of the first block (q;=1) of host image:
(a) generating the first information block, (b) generating the first host image block, (¢) modifying.

low-orderbitfrompixels oftheimageby RM(r;,m;) . Forexample,
Fig. 3 shows an encoding process for the first information block
and modifying values of the first block (q=1) of the host image.
After modifying values of all blocks of the host image, we
consider modified the decimal form of the low-order bits from
pixels of 7 as an image and we name this image S". Values of
S"will be in the range of 0 to 2"—1. Finally, we use the method
explained in section (2-2) to embed information. Embedding
algorithm is presented step by step as follows.

Data Embedding Process

Input: A grayscale image (/) with the size of HxW which is
used as a host image, secret binary data S, the number of the
used low-order bits (1), block code RM(r;,m;) for encoding data
of S to substitute j -th low-order bit of the host image blocks.
Output: A stego image (/") with the size of HxW.

Step 1: scan pixels of image / (p;,1<iSHxW) from top to
bottom and left to right.

Step 2: For embedding blocks in j -th low-order bit, divide

sequence of p; to n, block b®@ by the length of 2™ where
{H xW
np =
™M
Step 3: Consider the initial value of g; equal to 1.
Step 4: Decompose values of pixels of the block bW to its
constituent bits. Take j -th low-order bit of each pixel and

)

and 1<q;<n,.

name sequence of these bits pb?’i”y.
( ;) (4,)
"

u(q_/')
’ k(LIj)

Step 5: Reed k; next bit (u(qf' ) wuy

where =Z "

Ty

i=0{ ;

J
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Step 6: Encode a sequence of the bits obtained from the
previous step (u@) using encoder RM(r;,m;) described in
section 3-2, and name sequence of the encoded bits ¢@,

Step 7: Modify bits of the block plgf,fazyto bits of the block c¢@.
Step 8: Increase q; to one unit and return to step 4 until gj<n,,.
Step 9: Consider the modified decimal form of the low-order
bits from pixels of 7 as an image S".

Step 10: Considering a new image S, compute d; and d*; from
Eq. (1) and (2), respectively where 1<i<HxW.

Step 11: Compute the modified value of gray level of i -th
pixel of the image / after embedding process (¥ ;) from Eq.
(3) to obtain stego image.

B. Extraction Process

Since the designed algorithm is a blind steganography
technique, here, we will not need original image. Assuming
that receiver is aware of Reed-Muller code parameters (i.e. 1;
and my), secret data will be extracted by the algorithm which
is explained in the following. We name pixels of stego image
Vi where i =1,2,...,HxW. By applying Eq. (4) on pixels of
received stego image, we first obtain the values which have
been hidden into n low-order bits of pixel ¥ ; (i.e. X; s). Now,
the information is ready for being decoded by Reed decoder.

To decode the information hidden in j -th low-order bit,
we first divide modified pixels sequence of the image

(ﬁi) to n, block b@ with length of 2™ wheren, { J and

1<qi<n, . After decomposing pixels of each block to its 8
constituent bits, we pick up j -th low-order bit from pixels
of each block b and form a sequence of bits in the form of

HxW

2"
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L) [ @) @) @) (¢;) \Each block x@), after

=l x,;70,x5 0 x0T x )
Lj 272, 73, M
decoding process by the method ex(plained in section 3-3, generates

. . ) (e e e
ak; -bit sequence in the form of :(ul Uy el

which is obtained from the relation #; :z:’_ O(m-_,- ] . Fig. 4,
- 1

for example, shows decoding process of the first modified
block and extraction of its first secret block (q=1). Extraction
algorithm is presented step by step as follows.

Data Extraction Process

Input: A stego image (/") with the size of HxW, the number
of the used low-order bits (n), block code RM(rj,m;) for
decoding secret data embedded in blocks of the host image.
Output: Secret data.

Step 1: For pixels of image /(i=1,2,...,HxW), apply Eq. (4) to
obtain x; (the hidden value into # -th low-order bit of pixel V).
Step 2: For decoding information available in the j -th low-
order bit, divide values sequence of x; into n, blocks b@ by a

H W
length of 2™ where 7 = 2:,/, and 1<qi<n, .

Step 3: Consider the initial value of q; equal to 1.

Step 4: Decompose values of the block b to its constituent
bits. Pick up the j -th low-order bit of each block and name
sequence of these bits x@ .

Step 5: Decode sequence of the bits obtained from the
previous step using Reed decoder which was described in
section 3-3 and name k; -bit decoded sequence u*@.

Step 6: Increase q; to one unit. Until information of all blocks
is extracted, return to step (4).

5- Simulation Results And Discussion

To evaluate the performance of the proposed method, we
considered nine grayscale images with a size of 512x512 as
test images and compared our method with other methods by
three quantitative measures.

Visual quality is usually evaluated by PSNR criterion which
shows a degree of difference between original image and
stego image in dB and calculated from the following relation:

2552 (18)

PSNR =10lo
£10 MSE

In the above relation, MSE indicates the difference between
values of pixels in the original image and stego image and is

_ 1 H w [N .
defined as MSE = FTTT zi:lz]‘:l(lij —Iij) In this

relation, H and W are length and height of the image,
respectively. /; are pixels value of the original image and
Iy are pixels value of stego image. The lower the difference
between two images, the lower the MSE value and as a result,
the higher the PSNR value which is more desirable for goals
of steganography.

The second criterion is embedding payload which is the ratio
of the number of bits embedded in host image to the number
of pixels of host image and is defined as:

|1
H xWw
where S| refers to the number of secret bits which are carried
by host image. The payload is measured in bits-per-pixel (bpp).
The third criterion is error correction which enables the user
to retrieve the secret information which has been destroyed

in case of intentional or unintentional destruction of stego
image. Error correction capacity is defined as:

p- (19)

c =l (20)
e

where b, and b, are the number of correct bits and the number
of error bits after extraction process, respectively.

A change in more significant bits causes more visual distortion
and it is necessary that information extraction module in more
significant bits have a better error correction performance than
that in less significant bits. Therefore, we used RM(1,3) and
RM(2,5) for embedding information into the first and second
bits of pixels from the right side, respectively which are able
to correct 3 and 7 error bits considering Eq. (7). The secret
data type used in the simulations has been textual that we
convert it into binary data using ASCII codes, initially. Each
one of the test images carries 393216 bits of information. Fig.
5 shows some visual results of simulations by the proposed
method. In the left column, original images are observed.
Middle and right columns show the images embedded by the
proposed method and images destroyed by different attacks,
respectively. In Table 1, a comparison between the proposed
method and the other techniques is performed in terms of

Sequence of stego-image pixels after modifying

[ % [ |

|xw | |xzxw| |x3xw| |xH><W|

Select the first 2™/ pixels l
(T [ o]

Decomposition of each pixel to its constituent bits l

X1,7

X1,6

X1,5

X1,4 | X¥1,3 | X12 | X1,1 | X238 | X7

XoMjg |X2™i 7

Xa™Mjq

Pick up j~th bit of each pixel l

X1,j X2,j X3,j e | XMy

R — S(n;, k;) decoding \l,

U*y [U*,

3
uk].

Fig. 4. Decoding process of the first modified block and extraction of its first secret block (q;=1).
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Table 1. A comparison between the proposed method and the other techniques in terms of visual quality and embedding payload.

Test Images The method The method The method The method The method The method The method The proposed
€ [30] [18] (r=5) [18] (r=6) HCIH [19] HQIH [19] [20] SOS [21] method
Test Image PSNR P PSNR P PSNR P PSNR P PSNR P PSNR P PSNR P PSNR P
Image Name (dB) (bpp) (dB) (bpp) (dB) (bpp) (dB) (bpp) (dB) (bpp) (dB) (bpp) (dB) (bpp) (dB)  (bpp)
N
ﬁ" (F‘le6) 50.77 099 4525 197 51.15 1.00 46.01 0.75 52.10 083 4687 0.64 4988 1.58 4824 1.50
Lena 50.84 099 4514 199 51.14 1.00 47.02 0.75 52.09 0.83 46.86 0.64 4989 158 48.12 1.50
m Pepper 50.12 099 4577 1.80 51.15 1.00 4512 075 52.10 0.83 46.86 0.64 4988 158 48.15 1.50
- Fi
AERN Zellda 51.14 099 4513 2.00 51.14 1.00 4538 0.75 52.10 083 4685 0.64 4988 1.58 48.13 1.50
Average 50.72 099 4532 194 51.15 1.00 4588 0.75 52.10 083 4686 0.64 4988 1.58 48.16 1.50
Table 2. Comparison results between the proposed method and the method [1]
The method [30] The proposed method
Image  9€ poNR p Attack PSNR PSNR P Attack PSNR C
name (Destroyed) (Destroyed)
Baboon  50.96 0.99 Gaussian .nmse: mean 0 20.05 100 4813 150 Gaussian .1101se: mean 0 & 20.03 1.20
& variance 0.01 variance 0.01
Barbara 5036 0.99 Gaussian r.101$e: mean 0 11.45 L0l 4814 150 Gaussian 1‘.101se: mean 0 & 11.48 121
& variance 0.1 variance 0.1
P . .
3 Salt & P : Salt & P :
M= Boats 5039 099 oS Teppernone 18.53 1749 48.14 1.50 alt & Teppet nose 1852 198.10
- density 0.05 density 0.05
' Salt & P ise: Salt & P ise:
Goldhill 51.09 099 >~ reppernonse 8.12 191 4814 150 Al & Feppernorse 8.12 2.15
density 0.5 density 0.5
Lena 5084 0.99 Speckle noise: variance 19.77 099 4812 150 Speckle noise: variance 1974 122
0.04 0.04
Speckle noise: vari
Pepper  50.12 099 PeKe “%'S: vanance 1080 099 4815 1.50 Speckle noise: variance 0.4  10.77 1.19
Tiffany 51.15 0.99 Median filter 31.06 141 48.14 1.50 Median filter 31.04 1.47
ian low- filter: ian low- filter:
Zelda 5114 099 OoussEnlowpassfilier 00009 gy qsg  GAussian lowspass filter 37.28 121
sigma 0.9 sigma 0.9
Average 50.76  0.99 19.63 322 48.14 1.50 19.62 25.97

visual quality and embedding payload in stego image. The
maximum payload in the methods of [30], HCIH [19] and
HQIH [19] is 1 bit per pixel, while the proposed method is
capable of carrying data with a payload greater than 1 bit
per pixel, with preserving visual quality. In a compromise
between payload and visual quality, the proposed method is
competitive with methods [18] and [20]. Although method
[21] shows better results, it is not robust against the attacks.
Comparison results between the proposed method and
the method [30] are given in Table 2. The results show the
proposed method guarantees PSNR of above 48.1 dB while
the embedding payload is increased by 50% compared with
method [30]. Also, the proposed method has increased error
correction capacity against all kinds of noises with different
intensities and statistical characteristics. We also compared
the robustness of the proposed algorithm, algorithm [31]

and algorithm [30] against adding salt and pepper noise with
different densities. The obtained results are listed in Table 3.
As can be seen, the proposed method shows a great robustness
compared with the other two methods.

6- Conclusions

A blind steganography scheme with a high embedding
payload was presented. Although our method is able to
embed information into more significant bits, it preserves
visual quality of image well. The obtained results from the
simulations were compared with studies [18], [19], [20], [21],
[30] and [31]. While we increased embedding payload, it led
to PSNR of more than 48.1 dB. In addition, we increased
robustness against noise and filtering attacks using Reed-
Muller error correction code and as a result of increasing
error correction capacity.
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Ra 0000

PSNR=48.13 & P=1.5 PSNR=37.28 & C=1.21

(a) (b) ()

Fig. 5. Some visual results of simulations by the proposed
method: (a) host images, (b) stego images with payload 1.5 bpp
and (c) stego images destroyed by various attacks (from top to

bottom, respectively: Gaussian noise with mean 0 & variance
0.1, Salt & Pepper noise with density 0.5, Speckle noise with
variance 0.4 and Gaussian low-pass filter with sigma 0.9).

Table 3. A comparison between the proposed method and the
method [31] and [30] in terms of robustness against adding salt
and pepper noise with different densities.

The The The
Image NOiS.e method  method  proposed
Density [31] [30] method

C C C
Girl

(Elaine) 0.005 26.59 173.99 12287

0.007 18.40 125.21 8191

0.01 13.45 88.62 4467

0.02 8.23 43.00 1585

0.005 19.22 185.97 24576

0.007 15.09 128.90 9829

0.01 12.76 85.06 8191

0.02 6.90 42.98 2047
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