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ABSTRACT: The operation of protection systems has a considerable impact on power system
reliability. The main reason for cascading outages is protection system misoperation. Protection systems
affect power system reliability from two perspectives: First, incorrect operation of the protection system
due to the failure of any of its components that causes failure to operate or undesired tripping. Second is
the incorrect operation of the protection system due to the incorrect setting of relays. In the second case,
the protection system is healthy, and incorrect operation is only the result of the erroneous setting of
relays. In this paper, an analysis of power system reliability regarding failure and incorrect settings of the
protection system is paid. This paper proposes an eight-state Markov model for a transmission line and
its protection system incorporating protection system miscoordination distingue from failure to operate
and undesired trip. The situation of network lines in the period of simulation time has been determined
by the sequential Monte Carlo method, and the reliability indices such as Loss of Load Probability
(LOLP), Loss of Load Expectation (LOLE), Expected Energy Not Supplied (EENS), and Expected
Frequency of Load Curtailment (EFLC) are calculated. The proposed model is applied to a 6-bus IEEE  tem
RBTS network, and the reliability indices are calculated and compared from both perspectives to show
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the importance of the proposed model.

1- Introduction

Protection systems play a crucial role in the reliability
and security of a power system. The proper operation of
the protection systems in case of fault and not operating
in unnecessary cases are essential features of protection
systems. In most evaluations of power system reliability, it
is usually assumed that the protection systems are completely
reliable; so short circuits or failures of the component result
in accurate tripping of the protection system and separating
that component from the power system. However in actual
evaluations of power systems, the assumption of being
completely reliable is not a true statement, and the operation
of protection systems should be considered in the reliability
of power systems.

Generally, protection system failures have two modes:
“failure to operate” and “undesired tripping”. These are the
main reasons for wide-area and cascading outages of power
systems [1] and affect their reliability [2, 3]. Many papers
have evaluated the reliability of power systems considering
the protection system failures. In [4-6], the effects of
protection system failures on power system reliability have
been assessed by the non-sequential Monte Carlo method.
Ref. [7] presented a hybrid Markov model to determine
the probability of the protection systems being unreadiness
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and unavailable in transmission and distribution systems
and the optimum value of the inspection interval has been
estimated. In [8], a method to model the failure rate of
transmission lines considering the protection failures and bad
climate has been proposed, and the reliability indices of the
system have been calculated by approximate and time series
methods. Also in [9], a new model and concept considering
protection system failures in the evaluation of power system
reliability have been presented. The aim of [9] is to develop
and extend the model to analyze the complex and related
effects of the protection failures that result in separating
several components instead of the failed ones. Ref. [10] has
proposed the Bayesian network method based on analytical
discussion to model the protection failure and showed its
impact on power system reliability. In reference [11], the
effect of protection failure on power system reliability has
been shown considering the substation configuration as well
as the protection schemes.

The settings of protection systems are performed by
several methods [12-17]. These settings are such that
protection systems must clear the fault in case of faults
and separate the smallest part from the network. Usually,
these methods aim to reduce the total operation time of
the protection relays. If there is a failure of the protection
system, settings with these methods could have different
effects on power system reliability. Coordination or
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Fig. 1. An example of a power system

miscoordination between protection systems could affect
power system reliability. Reference [18] deals with the
effects of coordination and selectivity of protection systems
on the reliability of distribution networks. It also presents
an algorithm to implement analysis of the short circuit,
coordination, and calculate the reliability indices. In [19], an
algorithm based on Monte Carlo has been proposed. Then
the reliability indices have been obtained considering the
coordination between overcurrent relays. Ref. [20] evaluated
the effects of coordination between protection systems on the
reliability of power systems and the reliability indices have
been obtained using the Monte Carlo method. In reference
[21], the effects of two coordination methods and protection
failures on the reliability indices of an interconnected sub-
transmission system have been evaluated.

Protection systems can affect the reliability of power
systems from two different aspects: First, the inappropriate
operation of the protection system due to the failure in any
of its components, and second, the erroneous operation of the
protection system due to incorrect settings of its relays.

The coordination between protection systems can be
investigated from two perspectives. In the first perspective,
the primary protection does not operate because of a failure
in the protection components (a circuit breaker, a relay, etc.),
but the backup protection will operate. In this perspective,
the settings of relays are such that proper coordination exists.

In the second perspective, the primary protection is
healthy, but the incorrect settings result in the early operation
of the backup protection before the primary protection. In
this case, a larger segment of the network is isolated and the
reliability of the network is degraded. Although the previous
papers have evaluated the effect of protection system
coordination on power systems in the presence of protection
system failures, the coordination has not been studied from
the second perspective.

In this paper, the miscoordination in the protection systems
due to the incorrect settings of relays assuming healthy
protection components has been studied. This miscoordination
results in the backup protection operating before the primary
protection system in case of fault, an outage in a big part of the
network, and loss of load. So this paper aims to present a new
model to separate these two different aspects of the effects of
protection relay operating on the reliability of power systems.
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This objective has been achieved by presenting an eight-state
hybrid Markov model. This model has been implemented by
the Monte Carlo method and has been applied to a 6-bus IEEE
RBTS network. For evaluating the reliability several indices,
including the Loss of Load Probability (LOLP), the Expected
Energy Not Supplied (EENS), the Loss of Load Expectation
(LOLE), and the Expected Frequency of Load Curtailment
(EFLC), have been used. Results show that miscoordination
due to incorrect settings similar to protection failures has a
considerable effect on the reliability of power systems.

In the following section, the problem statement is
provided using an example from a sample power system. In
the next section, the proposed Markov model is presented,
and the different states of the model are explained. In Section
4, the algorithm for model implementation is introduced.
Then in Section 5, the results of the simulation carried out
using MATLAB software are shown.

2- Problem Statement

The correct operation of the protection systems depends
on the proper setting of protection relays, as well as the
protection components being healthy on the other hand.
Incorrect settings of the relays result in the miscoordination
between primary/backup relays in the case of fault, then the
backup protection operates before the primary protection. So
that the healthy parts of the power system are lost resulting in
an outage and loss of load. Also, the failure of any component
of the protection system can cause failure to operate in the
primary protection system and a big part of the network to be
cut off. In this paper, these two perspectives will be separated.

For a better explanation of this subject, Fig. 1 has been
shown as an example of a simple power system. This system
has three lines: Line 1, Line 2, and Line 3. All lines are
protected by protection systems at both ends.

If there is a fault on Line 1, several states could exist:

The first state: Protection system Al is healthy and
coordinated (correct settings). Therefore, the fault is fixed,
and only Line 1 is separated from the system.

The second state: The protection system A1 is healthy but
not coordinated, and the settings of relays are incorrect. In
this case, the backup protection system A2 operates before
primary protection A1, so both Line 1 and Line 2 and Load 1
are separated from the network.
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Fig. 2. The proposed Markov model

The third state: The protection system A1 fails to operate.
In this case, with or without coordination, the backup
protection A2 should operate; then Line 1 along with Line 2
and Load 1 are separated from the network.

These cases are true for the protection system of the other
end of Line 1, and the operation of the protection system at
one end could be different from that at the other end. For
example, the protection system of one end of Line 1 could be
at the first state, while the other end is at the third state. So,
the number of states of the protection systems at both ends is
equal to 32 =9.

All mentioned states assume that the backup protection is
healthy, and its operation is deterministic. In this paper, the
second and third states are separated while in the previous
papers have been considered together.

For this purpose, in this paper, an eight-state Markov
model is proposed. In the proposed model, the operation of
the backup protection due to incorrect settings or the failures
of the components of the primary protection is considered
separately. The undesired tripping is also considered in this
model.

3- The Proposed Markov Model

The proposed Markov model of this paper is a
hybrid model incorporating the network component
and the protection system at both ends. In this model,
all possible states of the component and the protection
system are considered. For the protection system of this
model, three parts have been assumed. The first part is
related to the failure to operate the primary relay due
to protection system failure. The second part is related
to the undesired trips of the protection system, and the
third part is the miscoordination due to the incorrect
settings.

Fig. 2 shows the proposed Markov model. This
model is depicted for the protection system of one end
of the component.

The symbols and letters used in the Markov model
are as follows:

C Power system components including the
lines and transformers.
P The protection system at one end of

the power system (relay, circuit breaker, current, and
voltage transformers).
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X The healthy power system component
that is separated from the network when the backup
protection operates.

UP Shows a healthy condition

DN Shows a faulty condition

DNUT Shows the undesired tripping failure
MC Shows the protection miscoordination
1SO Separated from the network

Aer Mg The failure and repair rates of the power

system component

Apo» M, The failure and repair rates of the failure
to operate of the protection system due to the failure of
the protection equipment

Ao » My The failure and repair rates of the
protection miscoordination due to the incorrect settings

Aur » Myp The failure and repair rates of the
undesired tripping of the protection system

v The switching rate to restore the healthy
part to the network

It is worth mentioning that in this Markov model,
the power system component is modeled along with
the protection system, at one end. Since the protection
system at both ends could behave differently, all possible
states must be considered.

The operation modes of this proposed model are as
follows:

- State 1: The power system component and
protection system are healthy and ready to operate. In
this mode, there are two possible situations; one is the
fault occurrence on the component and going to State 2,
and the other is the undesired tripping of the protection
system and going to State 8.

- State 2: The power system component has failed,
and it is possible to be separated from the network
by the operation of the primary protection system
and go for repair (State 1), or the primary protection
is failed and the backup protection operates (State 3),
or the protection system has a miscoordination due to
the incorrect settings such that the backup protection
operates before the primary protection system (State 4).

- State 3: The primary protection fails to operate, therefore,
the backup protection operates, and the faulty component is
separated from the network along with one or several parts of
the healthy component.

- State 4: The protection system has a miscoordination
due to the incorrect settings such that the backup protection
operates before the primary protection, and causes the faulty
component to be separated from the network along with the
healthy ones.

- State 5: The healthy components are restored to the
network based on the switching rate, and only the faulty
component is separated from the network. Then the primary
protection is separated from the network for repair procedures
(State 7).

- State 6: The healthy component is separated from the
network due to the incorrect settings, restored to the network
with the switching rate, and only the faulty component is
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separated from the system. Then the protection system must
be reset again.

- State 7: In this state, the failures of the protection system,
including the failure to operate and undesired tripping,
are fixed and it is ready to operate, but the power system
component is separated from the network for the repair.

- State 8: The undesired tripping failure of the protection
system causes the power system component related to this
protection system to be separated from the network, and both
the component and the protection system are separated from
the network.

4- The Algorithm to Solve the Problem

In this paper, the sequential Monte Carlo method has been
used to implement the proposed Markov model. Generally, the
Monte Carlo method is divided into two categories: sequential
and non-sequential. In the sequential Monte Carlo method,
the events can be considered in order of time, while in the
non-sequential method, the time order is not necessary. One
advantage of this method is that the probability distribution of
the reliability indices could be also obtained.

In the following, the sequential Monte Carlo method is
explained.

Fig. 3 shows the different states of a sample system
divided into n states. In sequential Monte Carlo, starting
from Statel, transition times from Statel to States 2 to n are
obtained by (1):

1
TTTI/':_TR_IH(UU) (1)

1

Where j represents all states that can be obtained from
State 1. 77T p and 7R ; are transition time and transition
rate from Statel to Statej, respectively. U J is a random
number between 0 and 1 with a uniform distribution. This
equation is obtained assuming that the distribution function
is exponential and is calculated using the inverse transform
method. So by calculating transition times from State 1 to
all states from 2 to n, the shortest time associated with the
Jjth state is selected and is determined as the residence time
in State 1 [22-26]. This way, the model goes from State 1 to
State n. This procedure is repeated for the whole simulation
period.

In the following, the sequential Monte Carlo method for
implementing the example power system, as shown in Fig. 1,
is explained.

Based on this, the state of Line 1 (outage or not) is
obtained as follows.

For protection system Al (Fig. 1) which is at the left end
of Line 1, the Markov model is implemented. Residence
times for each state are calculated using equation (1). State
1 in the Markov model is the state that the line is healthy
and ready to operate (Not outage), but in States 2 to §, the
line is faulty or is not ready to operate (Line outage). So, the
times in hours that protection system A1l is in State 1 of the
Markov model, number 1 is referred to its state, and number
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Fig. 3. Markov model of sample system in n-state
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Fig. 4. (a) Time diagram for protection system Al; (b)Time diagram for protection system B1;
(¢) Time diagram for Line 1

0 is referred to other states (State 2 to 8). Therefore, number
1 means being not outage, and number 0 means being outage.
So, the situation of Line 1 is extracted and shown in Fig. 4. a.
In this figure, the horizontal axis shows the simulation time.

The same procedure is applied to the protection system
located at the other end of Line 1, as its results are illustrated
in Fig. 4. b. Finally, the situation of Line 1 is obtained as Fig.
4. ¢ by combining the data of Fig. 4. aand 4. b. In other words,
the situation of Line 1 is determined by the collaboration of
the protection systems located at both ends.

The proposed sequential Monte Carlo algorithm for
implementing the Markov model and calculating the
reliability indices, as shown in Fig. 5, includes two following
parts:

Part 1: Calculating the Lines’ Matrix

First, input information of the power system, including
the information regarding the network structure, protection
system, and the information related to the reliability of the
power system component and the protection system, is
entered. Then starting from Linel of the power system, the
Markov model is implemented for the protection system
of each line, and the residence times in each state of the
Markov model are calculated for all protection systems.
These calculations are repeated for 3000 replications (years).
In other words, one-year calculations are replicated 3000
times. This way, the timing diagram according to Fig. 4. a is
extracted for the nth protection system. Then it is repeated for
the protection system at the other end of the line, and Fig. 4.
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Np: Number of protection system
ST: Simulation time

n: Protection system counter

Cl: Column counter of lines’ matrix

Fig. 5. The Flowchart of the Proposed Algorithm

b is constructed. This procedure is repeated for all protection
systems at both ends of all lines. Finally, the situation of all
network lines is extracted by the protection systems at both
ends of the line known. Information regarding the situation of
the lines for the simulation period is stored in a matrix called
the lines’ matrix as shown in Fig. 6.

The lines’ matrix represents the situations of the lines in
the whole simulation period. The number of rows and columns
in this matrix shows the number of lines and simulation times
in hours, respectively. In this matrix, number 1 means the line
is healthy, and number 0 means the line is faulty or outage at
that simulation time.

Part 2: Calculating the reliability indices

By knowing the situations of the lines during the simulation
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time from the lines’ matrix, the loss of load and their time are
determined. Using this information, the reliability indices are
calculated.

In this paper, the reliability indices, including the Loss
of Load Probability (LOLP), the Loss of Load Expectation
(LOLE), the Expected Energy Not Supplied (EENS), and
the Expected Frequency of Load Curtailment (EFLC) are
extracted [27]. These indices are defined as follows:

Loss of load probability (LOLP):

Ns H[
LOLP =" —-
i=1 t

@)

total
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Fig. 6. The lines’ matrix

where

N : The number of simulation iterations;

H_: If there is a loss of load in the " iteration is equal to 1,
otherwise is zero;

t: The simulation time in the i iteration (1/yr);

¢t . Total simulation time (1/yr).

total”

Loss of load expectation (LOLE):
LOLE = LOLPx8760 (hr/ yr) 3)
Expected energy not supplied (EENS):

Ns R :
2N - S BT60R,

(MWhr / yr) 4)

i=l total

Where R, is the value of loss of load in the i* iteration.
Expected frequency of load curtailment (ELFC):

ELFC=§£ (load | yr) 5)

=1 total

Where Z, equals one if there is a loss of load in the (i-1)
 jteration and there is no loss of load in the i iteration,
otherwise Z is zero.

5- Simulation Results

The proposed algorithm of Fig. 5 is applied to the 6-bus
IEEE RBTS network [4]. Fig. 7 shows the single-line diagram
of the network.

The total load of the network is 185 MW. This network
has 9 lines and 17 protection systems of overcurrent type.
Information related to the failure and repair rate and the
switching rates are summarized in Table 1 [5, 27].

For comparing the analytical and the sequential Monte
Carlo methods, the Limit Probability of each state of the
Markov model (Fig. 2) is calculated. Based on the information
in Table 1, the probability of the Markov model states is
obtained from Equations (6) and (7) using the analytical
method:

[~ ~7r pa o 0 0 0 0 4

He ~He = Ao =P Hor Auc 0 0 0 0

0 0 V. 0y, 0O 0 0

0 0 0 -y 0 v, 0 0

A= m n

0 0 0 —u 0 Hp 0 (6)

0 0 0 0 0 —pye My 0

He 0 0 0 0 0 -4 0

HMyr 0 0 0 0 0 0 —pyr |
pA=0
8

Z p =1 (7

In Equations (6) and (7), 4 is the transient matrix, p is the
probability matrix of the states, and p, is the probability of the
ith state. The sum of all state probabilities is one.

The probability of each state of the Markov model of Fig.
2 using the sequential Monte Carlo method for the protection
system at one end of the line is calculated and presented
in Table 2 with the results of the analytical method for
comparison.
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Fig. 7. The 6-bus IEEE RBTS network [4]

Table 1. The failure and repair rates and the switching time [5, 27]

Line Ac(1/yr) 5
e (1/yr) 150
/1170 (1/ yl”) 1
up (1/yr) 40
)LUT (l/yr) 0.1
Protection System wour (1/yr) 40
/1MC (1/ yI‘) 1
pe (1/yr) 40
. (1/yr) 10

As is can be observed from Table 2, the sequential Monte
Carlo method has an appropriate accuracy for simulating the
proposed model.

For comparing and indicating the effects of two
perspectives on the protection system failure and the
miscoordination due to incorrect relay setting on the power
system reliability four cases have been considered.

Case 1: The protection system is healthy and coordinated.

Case 2: The protection system failures, including the
failure to operate and undesired tripping, are considered.

Case 3: A healthy protection system and miscoordination
due to the incorrect settings are considered.

Case 4: In addition to the protection failures, the
miscoordination due to the incorrect settings is also considered
(a combination of Cases 2 and 3).
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One way to stop the Monte Carlo simulation is the
convergence of the results to fixed values. Therefore, the
number of simulation years is selected such that the results
converge. Figures and 9 show the EENS and LOLP indices
for 4 cases, respectively.

As it is apparent from the figures, the results have
converged at 3000 years.

Also, Table 3 and Fig. 10 show the reliability indices in
3000-year simulations for all 4 cases.

The results of Table 3 and Fig. 10 show that the EENS
in Case 1 is 5580 MWh/year, and in Case 2 is 31350 MWh/
year. The LOLP index for Cases 1 and 2 are 0.0318 and
0.111, respectively. It can be concluded from these values that
protection system failures have a considerable effect on the
reliability of power systems. Comparing the EENS and LOLP
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Table 2. The probabilities of the proposed Markov model states

Analytical technique

Sequential Monte Carlo

Simulation years

Fig. 8. The EENS reliability index for all 4 cases
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P1 0.957802 0.957745
P2 0.031506 0.031539
P3 0.003150 0.003171
P4 0.003150 0.003160
P5 0.000787 0.000785
P6 0.000787 0.000789
P7 0.000420 0.000420
P8 0.002394 0.002387
<104
Case 1 Case 2 Case 4 Case 3
— |
1 1 1 1 1
500 1000 1500 2000 2500 3000
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3000

i Case 1 Case 2 Case 4 Case 3 |
1 1 1 1 1
0 500 1000 1500 2000 2500
Simulation years
Fig. 9. The LOLP reliability index for all 4 cases
Table 3. The reliability indices for all 4 cases
LOLP LOLE (h/year) EENS ELFC
(MWh/year) (/year)
Casel 0.0318 278.64 5580 4.77
Case 2 0.1110 972.33 31350 9.52
Case 3 0.1054 921.01 29853 9.33
Case 4 0.1539 1348.4 49591 10.15
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LOLP LOLE(h/yr)
0.20 1500.0
0.15 1000.0
0.10
0.05 I 500.0
0.00 'j T T T 0,0 'J T T T
Case 1 Case2 Case3 Case4 Case 1 Case2 Case3 Case4
(a) (b)
ELFC(1/yr) EENS(MWh/yr)
15.00 60000.0
50000.0
10.00 40000.0
30000.0
5.00 20000.0 -
j 10000.0 -
0.00 - T T T 0.0 -
Case 1 Case2 Case3 Case4 Case 1 Case2 Case 3 Case 4
(© (d)

Fig. 10. The reliability indices of LOLP(a), LOLE(b), ELFC(c), and EENS(d) for all 4 cases

LOLP LOLE(h/yr)
25 2000.0
20 1500.0 -
15
1000.0 - - -
10 -
05 500.0 -
00 . T T 00 T
AMC=0.5 AMC=1  AMC=2 AMC=0.5 AMC=1 AMC=2
(a) (b)
ELFC(1/yr) EENS(MWh/yr)

12.00 80000.0

10.00 60000.0

8.00 :

6.00 - 40000.0 -

4.00 -

500 | 20000.0 -

0.00 - 0.0 -

AMC=0.5 AMC=1 AMC=2 AMC=0.5 AMC=1 AMC=2
(c) (d)

Fig. 11. The reliability indices for different miscoordination rates ((a): LOLP, (b): LOLE, (c¢): ELFC, and (d): EENS)
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in Case 1 and 3, it can be said that the miscoordination due to
the incorrect settings of the relays has a considerable impact on
the reliability which is not less important than the protection
system failures (Case 2). Also, the EENS and LOLP for
Case 4 are 49591 MWh/year and 0.1539, respectively. These
values have been increased by 58% and 38%, respectively, in
comparison to Case 2. Also, the LOLE and ELFC have been
increased by 38% and 6.6%, respectively.

The miscoordination due to the incorrect relay settings,
which are considered as an independent factor affects
the reliability indices. Therefore, the protection system
coordination methods determining the value of the
miscoordination could affect the reliability of the power
system. Also, to illustrate the effect of miscoordination
rates on power system reliability, the reliability indices are
calculated for the various values of miscoordination rates in
case 4.

The reliability indices for three different miscoordination
rates (4,,.) are shown in Fig. 11. The results of this figure
show that the LOLP, LOLE, ELFC, and EENS indices
increase with an increase in the miscoordination rate.

6- Conclusion

The operation of the protection systems has a considerable
effect on the power system reliability. The protection system
failures result in loss of load and impose a blackout in the
system. Furthermore, the incorrect settings of the protection
relays that cause the miscoordination in the protection system
are also affecting the power system reliability indices.

In this paper, an eight-state Markov model has been
proposed that models the miscoordination due to the
incorrect settings and the protection failures, separately. The
proposed Markov model has been applied to a 6-bus IEEE
RBTS network using the sequential Monte Carlo method.
The results obtained from the simulation for 4 cases and the
effect of each case on the reliability of the power system have
been explained. Also, reliability indices are obtained for three
different values of miscoordination rate. It can be concluded
from the results that the miscoordination due to the incorrect
settings has a considerable effect on the reliability indices
of the power system as important as the protection system
failures. Therefore, the settings due to the coordination
methods could be effective in the reliability of the power
system.
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